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1. Context

The notion of governmaal satellite communication (GOVSATCOM) with an EU dimension was first
raised and welcomed in the European Council Conclusions of Decembér &@il3ubsequently
elaborated in the December 2014 Competitiveness/Space Couamdl May 2015 Foreign Affairs
Councif.

In the meantime the EU and globd The I?ecember 291{1 Competitiveness/Space .Cou

o conclusions orunderpinning the European space renaissan
context have changed. As highlighte inciude the following paragraph in the section on m3
in the European Commission Whit| emerging priorities:

Paper on the future of Europgin the | "UNDERLINES the need to continue pursuing synergig

Rome Declaration of the leaders of 2 ?:'-J" 0sS Zt a S OdzNR U i'l'zt lh 3{1 R RST SI Y
. ommunications is anique capability which can ensure len

Member States (MS)and in s.everal distance communications and broadcasting also in rem
recent European Parliamen| areas. Given the nature of security activities, bearing in n
resolutiong, the EU has a major rold that most security capabilities are owned and operated
to play in ensuring a safe, secure af Member States, NOTES the growing dechéor GQVSATCQP
il E hat | d f and therefore UNDERLINES the importance of investigatin
resilient Europe that Is prepare _0 potential forms of collaboration with Member States, with tf
the unprecedented challenges facin| foreseeable intent to resort to their GOVSATCOM asset

it, such as regional conflicts, terrorisn{ fulfil EU operational requirements.
cyber threats, and growing migratiort
pressures. The EU alsoshambitions to be a stronger and more autonomous power on the global
scene, and is therefore committed to strengthen its common security and defence capabilities.

Satellite communication, or 'satcom’, is an indispensable tool for governmental securitg,asich

as police, border guards, fire fighters, and civilian and military crisis managers. They need a type of
satcom that is highly reliable and has a certain level of protection against ill intentioned acts. In
terms of security aspects GOVSATCOMearetore positioned between the highly robust and secure
military satcom (MILSATCOM) and commercially provided satcom services (COMSATCOM). As
pointed out in the Council Conclusions of the 2014 Competitiveness/Space Council (see box), the
demand for GOVSEDM is growing and operational needs are not always fulfilled under the
current circumstances.

The EU Governmental Satellite Communication legislative proposal was initially part of the
Commission's 2017 Work Program, and is now part of the 'Regulatiablissing the EU Space
Policy Programme" for the Mulainnual Financial Framework 202027. The initiative is situated at

the interface between space, security and defence. It aligns with the priorities of President Junker's
White Paper and of the RomesEBlaration. EU GOVSATCOM is of major political interest since it can
provide crucial new capabilities guaranteed access to secure satellite communicatiofa all

! http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/ec/140245. pdf

2 http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/intm/146072.pdf

3 http://www.consilium.europa.eu/media/24520/st08971en15.pdf

* https://ec.europa.eu/commission/sites/qmiktical/files/white_paper_on_the_future_of europe_en.pdf
® http://www.consilium.europa.eu/preesleasegdf/2017/3/47244656633_en.pdf
®http://www.europarl.europa.eu/sides/getDoc.do?pubRER/NONSGML+REPORT+AR016
0151+0+DOC+PDF+VO//EN
http://www.europarl.europa.eu/sides/getDoc.do?pubR&R/NONSGML+MOTION+B82017
0381+0+DOC+PDF+VO0//EN


http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//NONSGML+REPORT+A8-2016-0151+0+DOC+PDF+V0//EN
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//NONSGML+REPORT+A8-2016-0151+0+DOC+PDF+V0//EN

security actor§in the EU and in Member States. It will in particular support natiordic®,

Defence and Border Protection Forces and the Maritime communities. It will also serve the
Commission and the European External Action Service (EEAS), by providing robust and secure
connections between Brussels Headquarters and Delegations artenaiarld, and by supporting

civil and military Common Security and Defence Policy (CSDP) missions. EU GOVSATCOM will
facilitate the work of operational EU Agencies and entities such as FRONTEX, EMSA, and the
Emergency Response Coordination Centre (ER®@G)wdl enhance the effectiveness of civil
protection and humanitarian interventions in the EU and globally. The initiative relies on-space
based communication systems because they are the only viable option in situations where-ground
based systems are nesxistent, disrupted or unreliable. They are also indispensable in remote
regions and in the high seas. For the purposes of this initiative, some of the national satellites that
may be used are dualse systems; Member States defence forces may be amangigbrs of EU
GOVSATCOM.

In order to capture the existing and future user needs, the document High Level Civil Military User
Needs for Governmental Satellite Communications (HEbi$) been developed in close cooperation
between the Member States, the Conission, the EEAS, the European Defence Agency (EDA), and
the European Space Agency (ESA). This document was endorsed by the Council's Political and
Security Committee in March 2017, and serves as a reference document for the development of EU
GOVSATCOM.

Finally, EU GOVSATCOM is an integral part of the Space Strategy fof,Eheoparopean Defence
Action Plal’, and the European Union Global Stratégit will bring a tangible contribution to the
objectives for a strong, secure and resilient European Union.

Initial GOVSATCOM activities, testing partial solutions and potentially relevant technologies have
already started in EDA and ESA: a demonstraifoject is currently being satp by EDA to test the
pooling & sharing concept of national satellite capacities for military users. ESA has started an
optional programme (with a subet of its Member States) with precursor projects focussing on
enabling echnologies for secure satellite communications (see also the Research and Innovation
Annex in 9.5). However, the coherent-fevel framework for GOVSATCOM is currently absent and is
the subject of this impact assessment report.

This EU GOVSATCOM impaskeasment addresses security risks only in generic terms. For reasons
of security and confidentiality, specific operational shortfalls and detailed justifications from users as
to why, and to what extent, they need secure EU autonomous means of satelitmanications
cannot be included in this report.

The term 'security actor' is also used in AtyGlobal
Policy (2016).

8 High Level Civil Military User Needs for Governmental Satellite Communications (Council Doc. 7550/17
LIMITE of 22.03.2017), endorsed by the Political and Security Committee of the Council of the European
Union on 29 March 2017

° SpaceStrategy for Europe COM(2016) 705 final

°European Defence Action Plan COM(2016) 950 final

" Global Strategy COM(2016) 950 final



2. Problem definition

2.1.The use of secure Satellite Communication ( satcom)
Communication and exchange of information is essential to almost any activity in our society. In
most cases, grountased infrastructurglphone, GSM, cables, fibre) is perfectly suitable. But in
specific circumstances, Satellite Communications ( satcom) is indispensable, namely when ground
infrastructure is inexistent (maritime, air, remote areas), or unreliable, disrupted or destroyed by
natural disasters, crisis situations or conflicts. Finally, security critical missions and operations (e.qg.
crisis management) and the transmission of sectségsitive information (e.g. diplomatic
communications) requires both guaranteed access and timte against interference, interception,
intrusion, and cybersecurity risks; secure satcom has multiple advantages in this regard.

Satellite communications is a domain where globally operating private companies (COMSATCOM
coexist with nationalljownedand coperated military satcom systems (MILSATCQMEach type of
system is designed for its primary users, ranging from TV broadcasting for millions of global users, to
supporting specific military operations through MILSATCOM. The latter requires higiengvel of
availability, security, and robustness, including nuclear hardening, advancedaranting
capabilities, and a militargrade ground segment. For commercial satcom applications a global
market exists. For example, shipping companies progatom services to be able to communicate

on the high seas, currently more and more airlines provide their passengers with internet access
during the flight, using private satcom solutions.

For the use of satcom by public authorities the situatiodifferent. Satcom is a strategic asset,
closely linked to national security. Hence, public users tend to favour either fully government owned
solutions (e.g. the French Syracuse and the German Satcom BW system) or make use of specific
accredited private pviders. When using commercial satcom providers, the public entities (military
or civilian) typically negotiate specific contractual assurances regarding the control of satellites and
their payload. This may include constraints on the sourcing and docadf infrastructure
manufacturing and operations, and/or inclusion of specific hosted payloads. However, only the
largest global customers with sufficient buying power can leverage such-tagéide commercial
solutions. The close publarivate link in tle satcom sector is also apparent from the fact that most
current privately owned satcom operators were originally public entities (often intergovernmental,
such as Inmarsat, Eutelsat, Intelsat) which were privatised in the 1990's.

However, civilian and iitary public users need different services in different circumstances. For
defence forces, the use of satcom is clearly segmented in three domains with specific security
requirements (see Figure 1). Strategic, operational and tactical connectivityuseaée both from an

area of operation to the Operational Headquarter and within the area of operation. The highest
levels of security and reliability (MILSATCOM) are required to guarantee operations under (nuclear)
stressed conditions. In particular, maéming reliable command and control is crucial. However, for

a wide range of usages there is no need to acquire (very expensive) MILSATCOM. For example
intelligence, surveillance and reconnaissance platforms, RPAS, telemedicine applications, or logistics
and administrative communication systems can in many cases rely on less expensive systems that
provide guaranteed access together with a higher degree of security than the current commercial

12 cOMercial SATellite COMmunications
13 MiLitary SATellite COMmunications



systems. This is the intermediate 'GOVSATCOM' domain. Finatlye &dwest security level, to
support the welfare usease (e.g. soldiers' communications with families or friends during
deployments abroad), simple internet access may be sufficient. Such applications do not have
particular security and access requirenteand can thus be met with standard commercial systems,
referred to as 'COMSATCOM'. The European Defence Agency is managing a project called 'EDA
satcom Market' in which EDA centrally manages requests for commercialsamomed satcom
services from anprovider

All types of civil and military satcom usases have common, continuously growing requirements

for quick access with sufficient bandwidth. Civilian and military users alike also indicate that their
needs in the intermediate GOVSATCOM segulitmain are almost identical. As further elaborated

in Section 2.2, the GOVSATCOM domain of the satellite communications sector is dominated by
public actors, both on the supply and demand side. The commercial providers have a limited role, in
the form of publicprivate partnerships with major public actors. Therefore the notion of
'GOVSATCOM market' is misleading this domain there is no functioning, competitive market that
could serve all users.

For the EU, the scope of the GOVSATCOM initiativfirged in the aforementioned Higbevel User
Needs document. Access to EU GOVSATCOM will be limited to -tedlesb 'security actors':
governmental satcom users who have a responsibility for the safety and security of European
citizens and for safeguardimational or EU security interests.

The GOVSATCOM High Level User Needs combines the earlier Military arédse Civilian needs
identified through the EDA Project team Satellite Communication and the MS' GOVSATCOM Expert
Group. The High Level User Mealescribes the purpose and perimeter of EU GOVSATCOM, defines
the different users and security needs, and identifies a number of prioritycases (seé&igure 2

such as crisis management, borgerd maritime monitoring and the operation of critical
infrastructure including diplomatic communications. Those-cages, and their individual needs per
mission, had already been analysed in detail in an earlier PWC studyl(F\MC2015/2016.

! Since no security or autonomy requirements applytte EDA Satcom Market, services may come from any
worldwide provider, e.g. from Russia, China, the United States, etc.

15 Common Staff Target for Governmental Satellite Communications, adopted in November 2014 by the
Steering Board of the European Deferxgency at Ministerial level.

16'3atellite Communication to support EU Security Policies and Infrastructures', by PWC, published in 2016, see
https://publications.europa.eu/en/publicatiosdetail/-/publication/92ce1a36052811e6b71301laa75ed71al
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National Civilian

| CSDP Civilian | i

SATCOM

Figure 1 Civilian and military users (EU-CSDP and national) of he different tiers of satellite communications
(Commercial, Governmental and Military).

Currently there are three main usmse families which require secure satellite communications for
part of their overall communication needs:

Surveillanceincludes landand maritime surveillance, border surveillance, the fight against illegal
activities, and the monitoring for potential environment disasters (oil spills, forest fires). Operations
typically need various manned or umanned connected platforms (ships, dapes, satellites,

drones) for intelligence surveillance reconnaissance (ISR) missions. Civil and military actors may be
involved at national and EU level. Secure satcom will play a major role in the provision of maritime
surveillance services, as a ceatpart of the EU coagjuard functions characterized by cooperation

among three EU agencies (EMSA, FRONTEX and EFCA). Secure Satcom will in particular enable
enhancements to current services (e.g., allowing for communication with the Remotely Piloted
Airborne Systems (RPAS) beyond radio line of sight).

Crisis management, including civil protection and humanitarian operations in natural or fman
made disastersMultiple actors collaborate at the local, regional, national, or international level and
across ciN-military boundaries. The EU's military and civilian CSDP missions and operations alone
currently occur in around 15 theatres, involving some 6.000 deployed EU staff, 4.000 of which are
military personnel from EU Member States. The response to disastemordinated at EU level in

the EU Civil Protection Mechanism, which currently includes the Emergency Response Coordination
Centre (ERCC) of the European Commission. Here, too, secure satcom is a critical enabler for
successful operations.

Key infrastricturesinclude a wide range of national infrastructures, suchhaslear power plants

and energy systems, dykes and dams, and essential transport systems (e.g. airports, major tunnels or
bridges), as well as EU infrastructures, such as the space systditae @ad Copernicus. While all

major infrastructures require communications, only a subset need secure communications and
cannot use ground infrastructure. For example, remote operational sites of Galileo currently use
commercial satellite communicationransport infrastructures are usually managed and controlled

by public and/or private actors, and some safetjated aspects are managed by governmental
entities. For example in aviation, passenger communications can very well be managed by private
entities with commercial satcom providers. However, Air Traffic Management and global flight



tracking are governmental responsibilities. Almost all secudtysafetycritical applications could
benefit from EU GOVSATCOM capacities, either as primary orbsckiions.

A particular type of EU key
infrastructure is the diplomatic
network of the EU Member States an
EEAS, which maintain hundreds
embassies and delegations around th
world. Most communications with
embassies and delegations is manag EEAS Political Advisor. posted in Africa
through landlines with endo-end encryption. But in several important cases, fragile or
'interruptible’ local infrastructure cannot be relied on, especially for the exchange of sensitive or
time-critical information.

"When | worked in the EU Delegation in XXX, local author
blocked internet, mobile phones and landlines every tin
there were local demonstrations or political trouble. The log
representative of Heineken had his Satellite phone hsoat

least could communicate..."

The usage of secure satcom by governmental entities is evolving rapidly. For example, Remotely
Piloted Aircraft Systems (RPAS) are
increasingly used in surveillance ar] "Remotely Piloted Airborne Systems (RPAS) complen
crisis management operations:PRS Maritime surveillance activities, and secure  satcom
indispensat® to enable communications of RPAS beyond ra
line of sight. Existing commercial satcom capacities do not g
suitable costseffective solutions, the current satellitq
throughput and user data rate do not meet the performan
requirements and satcorbeams are not necessarily directed
However, commanding a lor@nge | maritime areas of interest. EU GOVSATCOM could bring
RPAS and retrieving the acquired da| capacity over areas of interest, and secure civilian RH
require a secure and stable satcol command & control and payloadinks at a more reasonablg
link. cost by pooling demand and increasing sé&kcapacity.”

make such operations more efficien
because they can continuousl
monitor large areas without the cos
and restrictions of piloted aircraft.

Infrastructures increasingly rely on automated MachineMachine (M2M) links. For example
sensors in forests are used to prevent the outbreak of large fires, and the water levels and system
performance in remote damis monitored to permanently keep track of the infrastructures' status
and health. In some cases, the transmission of such information between the infrastructure and the
monitoring centre is best provided by a satcom link, in particular if the objectdsre@mote or
inaccessible location. The resilience of these communication links agaimserilioned acts or
cyberattacks is becoming an increasingly important issue.



Surveillance Crisis management Key infrastructures

. ere . Institutional
+ Seabordersurveillance « Maritime ‘Search and Rescue’ (SAR) *  Communication for the 139 EU delegations
+ Land border surveillance * Response to maritime disasters *  Communication for the 46 ECHO field
* Pre-frontiersurveillance * Militaryactors (CSDP and national) offices
+ Militaryactors (CSDP & national) «  Communication for EU High and Special
Representatives
Police interventions
Maritime surveillance and _ Manafgement of transport
ool - Fightagainstinternational drug traffic infrastructure
+ Fightagainstinternational OCG * Airtraffic management
+ Safetyand surveillance maritime traffic + National police missions within EU * Railtrafficmanagement

* Road traffic management

+ Maritime security, illegal activities

monitoring and control of fishing activities Civil protection M anagement of space
+ Militaryactors (CSDP and national) .
» Civil protection in case of disasters infrastructure

+ Civil protection ambulance and fire & « Copernicus data collection and distribution
rescue response on MS territories * EGNOS data transmission
*  Galileo data transmission

EU External action

Europol communications

+ EU civilian CSDP crisis management or
police operations outside the EU *  Communication for Europol

+ Election observation

+ Military CSDP missions

Humanitarian aid

+ Humanitarian aid assistance in case of
disasters and armed conflicts
+ Humanitarian Telemedicine (HTM)

Figure 2 EU GOVSATCOM main use-case families Surveillance, Crisis management, ari{ey Infrastructures, with
examples of user communities and typical useases. In many of those useases Remotely Piloted Aircraft Systems
and Machine-to-Machine connections are increasingly used (situation as of beginning 2017).

The global political cont¢ and security environment is changing, too. Most importantly Europe's
security 'ecosystem' has changed significantly in recent years, with consequences that affect all EU
citizens. Conflict and instability in Europe's neighbouring areas have createdvepikffects that

now concern the entire EU, but in particular the EU countries forming the outer border and first
entry point of the EU. Threats have also become more 'hyfyricharacterised by a range of hostile
and subversive activities by statand non-state actors below the threshold of traditional warfare.
Cyberattacks are on the rise, posing security risks to citizens, administrations and infrastructure.
Military and civilian operations outside the EU require autonomous communication systetres¢ha
permanently accessible, independent from local conditions and power structures. They need to
function under stress, in hostile environments and during conflicts, and must be able to deliver an
appropriate level of protection against attacks (cyadtacks, jamming). In short, secure
communication is an indispensable capability that forms the backbone of a resilient society.

7 Joint conmunication to the European Parliament and the Council. Joint Framework on countering hybrid
threats a European Union response. JOIN/2016/018 final
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EU MS owning SATCOM CSDP civilian and

systems military missions
- EU MS not owning Arctic perennial ice Arctic perennialice
SATCOM systems sheet —1980 sheet — 2012

Figure 3 Globe showing Europe's neighbouring areas, the changing size of the polar cap (Source:
https://www.nasa.gov/topics/egh/features/thick-melt.html) and EU Member States with or without national satcom
systems, and current CSDP missions (military and civilian). In addition, the EU has 140 Delegations distributed over
the entire globe.

Climate change, too, is affecting Europe and its environment. One of the most noticeable areas is the
Arctic, forming the northern neighbourhood of the EU ($&gure 3. The decreasing polar icaps

bring new risks, but also new opportunities: new, skorshipping routes from Europe to Asia, as
well as increased economic activities (fishing, natural resource exploration). To cover the Arctic, with
its very limited possibilities for laAdased communication infrastructure, satcom is an ideal
solution'®. However, most of today's satcom systems use geostationary orbits; circling the equator

18 Joint Communication to the European Parliament An integrated European Union policy for the-Arctic
JOIN(2@6) 21 final
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at an altitude of 36.000 km. Geometric limitations prevent them from reaching the area beyond 70
degrees north and south, including parts of northern Europe.

In all of e abovementioned usecases, the lack of autonomous, secure and cost effective means of
communications in situations where groumfrastructure is absent or cannot be relied on, creates
significant risks to the operations, to staff involved, and to eitizat large.

2.2. The core problem and its drivers

The core problem
In the Inception Impact Assessment, the core problem has been defined as follows:

"Under the increasingly hostile environment and the evolving governmental needs, the mismatch
between governnental satcom needs and timely and appropriate solutions increasingly creates
risks to key missions, security operations and infrastructures of the Union and its Member States."

This mismatch between the needs of security actors on the one hand, andodeai&pabilities on

the other, has major consequences: many governmental users do not have aetdsast not at a
reasonable cost, in time and/or in the needed locatioto the most suitable form of satellite
communications, especially when they hatgngent security requirements. This may lead to delays

or nortexecution of particular crisis management operations, to higher costs for operations, or to
greater vulnerability of deployed staff. In extreme cases, lacking or malfunctioning communication
tools in crises situations can lead to fatalities. Lessons from recent crises situations (e.g. terrorist
attacks in Brussels March 2016 forest fires in Portugal June 2017) invariably point to
communications being the Achilles heel of such operations. d@biss not mean that every
communication problem can be solved with secure satellite communications. The best tool for the
job needs to be assessed for each mission. Nevertheless, the security actors' toolbox will increasingly
benefit from access to secursatcom. There is a strong ongoing trend to make more and more use
of remotely piloted aircraft systems (RPAS), which require satcom. Internet of things is also a strong
trend, requiring secure means of communication. Such developments and new systemasdeitre
operational cost, but the communication link needs to be guaranteed and secure and needs to
function in remote regions where grourtthses ICT connection are absent. Those development are
therefore leading to an increased demand for GOVSATCOMégpiEes.

To be able to act in an autonomous manner, all missidtical tools of governmental security actors

need to be under their control. Satcom is an indispensable tool for surveillance and crisis
management operations. Dependence on third partias lead to risks, undue influence or even
coercion. For example, diplomatic or crisisnagement missions that rely on local communications
infrastructure may be blocked from accessing the network when local power structures change or
when local unrest ocivil war breaks out (e.g. South Sudan). On a larger scale, depending on the
goodwill of a third country or on the availability of commercial satcom solutions (often from
satellite operators controlled by third countries), carries a inegligible rik of nonavailability,
disruptions, or even embargoes if a third country decides for economic or strategic reasons to deny
access to European users. Last but not least, given the fragmented European user demand and the

19 http://Iwww.dekamer.be/FLWB/PDF/54/1752/54K1752008.pdf
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small size of contracts, commercighatcom providers will serve larger clients first, be they the US
Department of Defence or international media companies (CNN, Al Jazeera, etc.)

The core problem can be described by a problem tree, based on thelP3N@y (see Figure 4). This

study analysed the risks and problems associated with each mission of security actors as potential
EU GOVSATCOM users. The problem analysis also benefitted directly from stakeholder consultations
during the impact assessment of user communities/security actors invatvdee various useases

(see Annex 2) and inputs from the GOVSATCOM Member States Expert Group. In line with the
Inception Impact Assessment, both the PAW&tudy and the stakeholder consultations were based

on targeted approach: qualified users were edkwhether and how they use satellite
communication tools, which problems and risks they perceive or have experienced during their
operations, and which level of risk they find acceptable.

Drivers to the problem and their effects
Three main drivers to theroblem have been distinguished: fragmentation, unfulfilled security
needs, and a rapidly changing environment.

Problem driver 1. Fragmentation of supply and demand

The current satcom landscape for governmental users in the EU is strongly fragmented. On the
supply side, some EU Member States (IT, FR, DE, UK) have operational or planned fully nhationally
owned military or dualise systems, many of which will need toreaewed around 2025 (see Figure

5). Governmental actors in other Member States with smaller budgets have to rely on commercial
solutions, or on systems provided by third countries such as the US system WGS. In some EU
countries, intermediate solutions havbeen developed in the form of national pubficivate
partnerships (PPPs) between commercial satellite operators and governments, for example
HISDESAT in Spain, HellasSAT in Greece, or LuxGovSat in Luxemburg. Other Member States are
engaged in joint bilagral projects such as Athettadus (1T, FR).
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Figure 4 EU GOVSATCOM problem tree.

The overall effect is that security actors' access to governmental satcom capacity is usually limited
by national borders, and that capacity from one national system cannot be used by a security actor
from another Member State. This leads to inefficiesciand leaves actors in those EU Member
States without national capacities an uncomfortable choice between not using satcom at all, using
low-security commercial satcom, or using third country solutions (e.g. US WGS).

On the commercial side, there isvariety of satellite operators who target different types of users
(TV broadcast, satellite phones and détiks, internet access), different regions of the world and

different frequencies (see Figure. 6).
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Figure 5 Table indicating different systems of EU Member States, including national level PubliePrivate
Partnerships where the satellite system is governmentally owned (Adapted from PWZ). Frequency bands used are

in the range of 300 MHz (UHF) to 40 GHz (Ka).

Security actors can procure satcom seegi from commercial operators, and the diversity of
commercial providers is not considered to be a probleen se On the contrary, a diverse offer in
terms of coverage, frequency bands, and overall service portfolio can be an asset. The fact that
Europe ounts several major satellite operators, which successfully act on the competitive global
market is indeed a major advantage. However, most commercial systems currently do not contain
security features specified in the High Level User Needs, and seccatitys drom individual EU
Member States, especially the smaller ones, do not have the buying power to leverage tailored
solutions from commercial operators.

Satellite Operator Type Frequencies Status Main
system Shareholder

Avanti GEO Ka, Ku Operational UK
Eutelsat GEO C, Ku, Ka Operational FR
Eutelsat 7 Quantum GEO Ku Planned FR
Globalstar LEO L,C,S Operational us
Hispasat GEO C, Ku, Ka Operational ES
Inmarsat GEO L, Ka Operational UK
Europsat GEO S, Ka, Ku Planned UK
Iridium LEO Ka Operational us
Iridium Next LEO L, Ka Planned us
O3b (SES owned) MEO Ka Operational LU
SES GEO C, Ku, Ka, X Operational LU
HellasSat (Arabsat GEO Ku Operational SAU
owned)

Thuraya GEO, LEO C L Operational UAE

Figure 6 Main commercial satellite operators used by EU governmental users (source: PWWZ).
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On the demand sidethe needs of EU security actor
remains highly fragmented. The different defence forc
rely on national contracts, and many civilian governmen
actors who need satellite communication solutions &
organised at regional or local ldvée.g. civil protection,
police). This situation is exacerbated by the fact that t
cost of a permanent contract for capacity or services is {
high for the limited needs and resources of individy
actors. Small procurements on ad hocbasis, e.g. itase

"When the earthquake struck Haiti, a
land-based telecom systems wer
virtually wiped out. So from one day t
the other, we were faced with some
200 ad hoc demands farrgent satcom
services, from Haitian authorities, th
UN Agencies, the Red Cross fam
European and internationa
humanitarian aid organizations, plu

dozens of big and small NGOs ... and
course CNN and other internationg
media. They all wanted t same
satcom services, in the same spot, wi
the same urgency, but with different

contracts and different procuremen
rules. No satcom provider in the worl
can deliver this type of Services..."

of natural disasters, are unsatisfactory: from the use
perspective, they are costly, lengthy and have
guaranteed results, and from the suppliers' perspecti
they are commercially unattractive and may lead
sudden, unpredictable peaks in thevent of a crisis. Fot
both parties, this leads to high overheads a
administrative burden. The stakeholder consultation sho
that commercial satcom providers can and will adjust th
services to meet the evolving needs of major keagn
customers. Bucontrary to the US, no aggregating ‘anchor

customer" exists in today's fragmented European landscape for secure satcom demand.

A representative of a European Satellit

The problem of fragmentation is further aggravated by the boundaries between the civilian and
defence domains. Nationally owde satcom capacity is often designed for, and limited to, military
users. Civilian users who may have similar security and accessibility requirements, cannot access the
(military-controlled) satcom capacity that may be most suitable to their needs. Ipezability in

the user equipment is an additional fragmentation problem: if satellite systems require specific user
equipment that cannot communicate with other systems, this leads to aitodituation for the

user. Most importantly, the synergies fronivitian and military users exploiting the same Hegel

security systems across national borders are not yet exploited.

In conclusion, fragmentation on the demand side is a problem in cases where it leads to proliferation
of small contracts by a multitudef isolated users at national or regional level who in essence need
the same service. This leads to inefficiencies and aoptimal exploitation of existing resources.
GOVSATCOM services would frequently cater for unexpected events, and there ardtisgnitar

the insurance sector: the larger the common pool of 'insured' entities, the better resources can be
optimised and the lower the individual exposure and cost is, because the risks are shared.
Fragmentation is also a problem on the supply side whexttonal systems with excess capacity
cannot be used by users from another EU Member State. Because the individual demand is
unpredictable (crisis management), this leads to situations where security actors from some
Member States have no access to secusatcom capacity when and where they need it; the
Member States with national satcom systems are faced with high investment costs and limited
means to ensure a return on investments.
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Problem driver 2: Critical security needs

European security actors have wd#fined security needs for satcom, as reflected in thigh Level
User Needs. For the purposes of this Impact Assessment, the security needs identified in that
document are sufficient to demonstrate the mismatch betwesscurity actors' needs and the

solutions currently available, whether they come from national or commercial

satcom capacity.

Annex 4 sets out the detailed analysis of risks expressed by users vs. tiitadnility of the

currently available satcom cagities.

For all governmental security actors, tgearantee of accesand availability of sufficient capacity

for unpredictable needs are extresty important. This is easy to understand with the example of an
environmental crisis, such as major forest fires or an earthquake: such events always occur
unexpectedly, both in time and location, they tend to destroy ground infrastructure such as
telecommunication cables and GSM towers, and if a response is not immediately adequate, can
easily escalate into major casualties or even a humanitarian or public health crisis. In order to enable
security actors to respond in the most efficient manner, accessattom communication has to be
semiimmediate (High Level User Needs: within 12 or 48 hours) and has to be guaranteed. This is

a¥el

currently not the case: most EU Member Stat
(and EU institutions and Agencies) do not oV
communication satellites, and foelatively small
and infrequent users it is too costly t
continuously reserve capacity with commerci
satellite operators.

Many potential users of EU GOVSATCOM 4
confirm the need for anappropriate level of
information assurance. This includes the
confidence that information systems protect th¢
information they handle, that they function a
they need to and when they need to, and tha
they remain under the control of legitimate users

Effective information assurance must ensu

Communication capabilities are of critical importance for
missions. Between 2008 and 2015, most civilian CS
missions used ad hoc communicatioasd satcom solutiong
with different contracts, different standards and differ
performane- and securitylevels. Since 2015, most of th
civilian (and norexecutive military) CSDP missions are na
procuring lowest security satcom services via the E
satcom market. The EEAS hopes to implement secure
guaranteed GOVSATCOM solutions by 2025everal
specific features are expected, such as ground seg
standardisation and supply chain, total control of expen
synergies between military and civilian CSDP missions, h
availability and deployment's speed, technical support,
improved ecurity including norocalisation of terminals in
the field and antjamming.

European External Action Service (EEAS)

appropriate levels of cdidentiality, integrity, nomrepudiation, authenticity’ and availability. In

most cases, these requirements cannot be met by the currently available offer on the commercial
market. For example, users who need to transmit classified information need assutlaat this
information has not been changed or intercepted during transmission bytmmted parties. This is

the case for EU delegations and MS' embassies, but also for CSDP operations or civilian actors with
an executive mission (maritime surveillandegght against trafficking, etc.). For staff engaged in
civilian or military crisis management operations in a risky or hostile environment, it is equally
important to prevent third parties from identifying their location via information from unsecured
satcom links. The general security needs as defined in the High Level User Needs distinguish clearly
between MILSATCOM and GOVSATCOM: for instance, MILSATCOM needs to be resistant to military

20 cf. Council Decision 2013/488/EU on the security rules for protecting EU classified information, which
includes asection orinformation assurance' in the field of communication and information systems
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grade jamming equipment, whereas GOVSATCOM only needs to bstaesito commercially
available, stateof-the-art "off-the-shelf* jamming equipment. Future EU GOVSATCOM Services
should ensure an appropriate level of information assurance and mitigate relevant security risks to
an acceptable level. This is usually ddyeestablishing the risks and vulnerabilities of a system and
agreeing on the commonly acceptable level of risk. This forms the basiséousgty accreditation

From the users' perspective, the current lack of security accreditation process can bstadl®io
communicating sensitive information. Using nReecure communication systems may result in
information leaks or interruptions that can harm the interests of the EU and its Members States, as
well as the missions and their staff. Finally, unprodéeictommunication systems can become entry
point for cyberattacks.

The problems encountered by security actors can be summarized into two linked categories:
Guarantee of access and availabffity

- the available ground equipment is not interoperable witlathdable satellite system

- the satcom provider prioritizes another user;

- no satcom link in the area of operation (and no ground connections either);

- the deployment of the satcom service takes too long;

- interruption or degradation of connection by d#dhintentioned act (jamming,
spoofing);

- communication services by & 8ountry operator are stopped:;

- the frequency band for which the user's system has been setup is no longer available
for satcom (longerm Kuband issue);

- the provider no longer possesses the security accreditation and is barred from
providing services;

- the supply chain for essential equipment or infrastructure components is interrupted.

Information Assurance (confidentiality, integrity, nogpudiation,authenticity):

- cyberattack of vital satcom system elements compromises the reliability or makes it
impossible to communicate;

- A cyberattack my act as an entry point to other ICT systems;

- the communication link is not secured against eavesdropping;

- sensiive data and information may be intercepted,;

- part of the information may be missing or modified without the user being aware;

- data and information from a ndrusted source may be added without knowledge of
the user.

2L A jammer' is a device that deliberately blocks, alters, or interferes with authorised wireless communications.
This is usually done by creating a signal of random radio noise. It is a common tool used to censor radio signals,
and in conflicts to prevemnilitary and civilian communications.

2 Guarantee of access and availability are often regarded as part of 'Information assurance'. It is analysed
separately here because of its extreme importance to users.
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Guarantee of access and informatiorsasance are strongly linked to the notion afitonomy. For
operational users this has a very practical consequence: if the communication system (satellite and
ground equipment) is fully under their contrelor by extension under the control of their MS
government or the Union they can be certain that their system will not suddenly be switched off.
Conversely, having to rely on the communication system of a local power in a conflictions situation is
considered a considerable risk in any operation (froffedee to humanitarian aid).

But autonomy of action is also important on the longer term, as discussed in the next section.

Problem driver 3: Changing environment

In the last years the political and security environment has changed significantly, notibhegard

to the origin, nature and severity of threatsvithin and around the EU. This is leading to increased
risks for citizens in general, and to a greater exposure of security actors in particular. Security actors
who rely on satcom need a guaranttt the systems and services they are using are sustainable,

in particular when investments in proprietary ground systems and user terminals have been made.

Satcom technologiesire evolving fast. Important areas of technology development are Very High
Throughput Satellites (VHTS) in Geostationary orbits, -janiiming and other securityelated
features, secure hosted payloads, optical communications, Quantum technologies including
Quantum Key Distribution, Highly Elliptic Orbit constellations for Arctierage, Low Earth Orbit
small satellites (meggconstellations for lowatency and low dataate applications, active
antenna’s for coverage flexibility, flexible mditequency user equipment, and integration with
groundbased communication systems (5GJowever, only few of these features are deployed
commercially, and many of those technologies are still the subject of Research and Innovation (R&I)
projects managed by ESA in the ARTES prografinfes a more extensive overview of the main
technology deelopment areas related to GOVSATCOM see Annex 5.

Satcom systems are typically built for a lifetime 15 years, and neither the space infrastructure itself
nor the way it is used adapts quickly to changing threats and new technology developments. The
current satcom systems, whether owned by private companies or by Member States, will need to be
renewed at some stage, for Member States systems mostly around the year 2025. From an
operational point of view, the current situation will probably remain stalde the next 5 years.
Nevertheless, early political, financial and design decisions will have to be taken, both for the
renewal of existing space infrastructure and for potential investmerits ‘gapfillers' (e.g. Arctic
coverage, M2M) or in new systemsffBient satellite system owners have different timelines and
different interests. Commercial satcom operators develop their business case for the global market,
whereas national satcom system owner develop their system for national users. All systems owne
need to make decisions for the next decade on the basis of limited clarity on the future needs,
threats, opportunities or technological developments.

In conclusion, the security and technological environment is constantly evolving in terms of user
needs, changing useases, and more stringent security requirements. The total demand for secure
satcom capacity and coverage is expected to increase significantly over the coming years (see
Section 2.5). On the side of risks and threats, new actors emeggghter with new forms of attacks

and new capabilities due to technology developments. If Europe does not adapt to this changing

% Cf. https://artes.esa.int/
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environment through the development and use of innovative concepts and technologies, the
mismatch between user needs and solusowill increase further.

Out of scope drivers

Some of the drivers are part of the wider global landscape, and action at tHevElUwould be
unlikely to directly influence such elements. For example, the US GOVSAIKEGMtem WGS has
been opened to Bied countries, and several EU countries have already started using satellite
communications through WGS, e.g. NL, DK.

2.3.Who is affected, in what ways and to what extent?
Those primarily affected by the identified problem are the EU and EU Member Sttesty actors
(seeFigure }, including both civilian and military actors. By extension, the mismatch will also affect,
directly or indirectly, the security and safety of all EU citizens.

The magnitude of this mismatch depends on the country's geograpimgr( EU borders, Arctic or
maritime needs, remote areas, etc.), on their proneness to natural disaster (earthquakes, floods,
forest fires), on their access to autonomous national solutions, and on their ambitions as global actor
(participation in crisisnanagement or humanitarian aid operations). But the national or regional
deficits (e.g. Member States with no national satcom systems), together with the lack of
autonomous capacities at the EU level, create increasing risks to all security actors apeaBuro
citizens, because security risks tend to ignore national borders. These deficiencies amplify the
operational, financial and industrial inefficiencies, and may become an obstacle for national
operations and EU missions. '

EU citizens have become acytelware of the importance of reliable communication during crisis
situations, and the effect of the absence of such systems for security actors who protect them.
During and in the wake of the 2017 hurricane in the Caribbean all infrastructure was solpevere
damaged that it tool several days to restore limited means of communication, leading to a
breakdown of public order on some of the islands. During the 2017 forest fires in Portugal the
system of communications by radio and by telephone suffered a gefahare in the whole region.

The lack of backp systems, such as satcom, is believed to have contributed to the lack of
coordination of the firefighting and rescue services, and to the worsening of the consequences of
the fire. The general conclusios that when security actors do not have access to the right tools to
carry out their difficult work, security actors and citizens alike suffer from the consequences.

The European space industry is also directly affected by the problem, especially iontet cof

strong international competition. Europe has a space industry sector that is commercially
competitive and technologically 'wordass'; this is a major strategic asset for the EU. European
space industry captures one third of all global satelihles. However, other spacefaring nations
have a much stronger and more stable domestic customer base, mainly in the form of national
programmes. Often, these national programs are not accessible for European players, in particular
when there is a secuyi dimension. In this wider space context, satellite communications represents
one of the largest and most commerciatlyiven domains. Satcom generates about 50% of the total
revenues of the EU space manufacturing indud8trgnd constitutes thus ammportant pillar of the

EU space industrial base. In a mature global market, major customers have a strong leveraging

#http://eurospaceorg/Data/Sites/1/pdf/positionpapers/spacetelecomspositionpaper2@ifaftfinal. pdf
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power and can impose their conditions on satcom suppliers. For example, the US Department of
Defence, as one of the major customers ofdpean satellite operators, can impose US autonemy
enhancing measures, such as US Department of Defence encryption of commanding and telemetry,
standard waveforms, UBased operations centres, and satellites built by US companies. In contrast,
the fragmened European demand provides insufficient commercial incentives and littletéong
visibility and stability for satcom manufactures and operators to adjust to the specific needs of
European customers. One of the sid#ects is that some EU Member Statkave established
national partnerships for governmental satcom with ABWD industry, weakening the European
space industrial base.

2.4. What is the EU dimension of the problem?
The fundamental EU dimension of the problem is that security risks do not stugttiahal borders
and propagate throughout the Union, while the secure satcom tools which are essential to all
European security actors are organised at national level. Member States cannot achieve an effective
solution to the problem on an individual kas This is exemplified clearly in the case of border
surveillance: secure satellite capacity needs to be used by security actors at the external borders of
the EU, e.g. in Greece, Bulgaria or Lithuania. A national satcom system from one country that cann
be accessed by an actor from another country is of limited use to EU border surveillance. This is why
'‘pooling and sharing' should become a part of the solution, as indicated in the conclusions of the
Competitiveness/Space Council in 2014.

Furthermore the individual users needs from the EU level and from 28 Member States (29 if Norway
is included, which has shown a strong interest in the EU GOVSATCOM initiative) are heterogeneous
and often unpredictable in terms of scope, capacity, timing and locatestcom systems can and

do serve multiple clients, but can be overwhelmed when many users need peak capacity at the same
place and time. Major efficiency gains can be made through economies of scale at EU level. It is an
effective way to mitigate the risk to aggregate the demand, and to better exploit the available
resources.

In recent years, the awareness of the-#8ithension of security has led to tangible progress in a

broad range of policy domains where EU Member States join forces to achieve gesteordl more

efficient impact. The successful military and civiian CSDP missions and operations, EUROSUR for
border surveillance, and the setup of security related agencies such as EUROPOL, EMSA, FRONTEX,
and ENISA are a case in point. This also meanathemportant part of the users of GOVSATCOM

are already used to operate in an EU framework, even in an essentially national capacity.

2.5. How would the problem evolve, all things being equal?
With the rapidly evolving threat environment, the increasgeppolitical instabilities, and the bolder
EU ambitions set out in the EU's Global Strategy for Foreign and Security Policy, this problem of
mismatched demand and supply will increase in the future.

The current mismatch will evolve both on the demand andlwe supply side. A detailed analysis of

the demand today and its likely evolution in the future was performed in three underlying studies:
PWGCL for civilian demand, EBAUROCONSULT for military demand, and-R\W€ the combined
demand. The methodologieand the more detailed results are discussed in Annex 4 on analytical
methodologies. The use of secure satcom by governmental users will increase in volume and change

21



in nature. In the past, satcom was mainly used for voice communications (narrow badd) and

in the future, the need to transmit large volumes of data, for example -héglution imagery or
reattime video and data is rapidly increasing. In almost all surveillance missions, there is a strong
trend to replace piloted aircraft by RPASteyns. Overall, this is a major cestving and efficiency

gain for the operations. But it does require a robust, continuous communication link for
commanding the RPAS and retrieving the data from sensors. Ferdogg RPAS systems, this can
only be proided by satellite communication systems.

Figure 7shows the expected increase in GOVSAT®®k! demand for the militay and civiliari®

users. For the civilian part, the estimation is based on current user demand and their expected
future evolution in linewith the actual trends in that domain. The PWGtudy analysed the
demand up to 2035, the EDA study analysed the military demand up to 2040. The civilian demand up
to 2040 was extrapolated on the basis of the period 2@P85. Those demand predictions are
based on the assumption that a supglyurce for EU GOVSATCOM capacity will be available, i.e.
that the capacity will not suddenly disappear when the current systems reach the end of their life
time. The projected civilian demand also includes some dosnatmich are not included in the High
Level User Needs list of authorized EU GOVSATCOM users. For example, the demand for connectivity
during flights is increasing rapidly. Such passenger connectivity is not within the scope of EU
GOVSATCOM, because it @ther securityrelevant nor managed by governmental actors. The
transport part of the overall demand estimate is in any case a very small part (less than 5%).

During stakeholder consultations, some satellite operators have indicated that the civiliaratest

from PWG1 may be on the high side; others however believe they are realistic. They also stressed
that the estimates for the military domain are likely to be more accurate, not least because the
current and future usecases and capacity needs are chubetter established. However, all
stakeholders who have been extensively consulted in the GOVSATCOM Expert Group and in various
stakeholder events agree that the overall demand will grow considerably, doubling elérydars.

It is also likely that theivilian demand for GOVSATCOM will increase more rapidly than the military
demand.

% Governmental satellite communication (GOVSATCOM) feasibility study, Euroconsult for the European
Defence Agency (2017)
®PWGC1
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Figure 7 Expected evolution of EU GOVSATCOMIlike demand for military and civilian users (Source: PwC
analysis). The Civilian demand was analysed up to 2035 in the PWLC gudy (the projection for 2040 is an
extrapolation), the military demand was analysed in the EDAEUROCONSULT study up to 2040.

In addition to the increase in the volume of the demand (B&gure ¥, the nature of the demand
(seeFigure 8for the current cilian usecases) will also change. It is expected that the Surveillance
and Crisis Management usases will expand in the future. Other specific-uases, such as in the
Arctic region, or Machirko-Machine, will increase substantially.

Commercial and ational satcom systems will also change over time. The lifespan of a satellite is
approximately 15 years, and investments for new systems are considerable (several hundreds of
million euro). This means that satellite operators need to develop their sysferrusers in 15 years'

time, but at the same time the major investments risks drive the use of extensively proven
technologies: malfunctioning elements cannot be repaired in space systems. As a consequence, in
this sector, the 'Valley of Death' betweeasearch and development on the one side and the actual
use of innovative technologies in satellite communication systems is considerable. Therefore, even if
advanced and innovative technologies making the systems more secure are under development and
potentially available (see also Research and Innovation Annex 5), it is not certain that they are
actually used in commercial systems.
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Figure 8 Different current use-cases (in Mbps) for the civilian part (Source: PwC analysis). Those usases are
expected b evolve, and their proportion may change considerably. For example the use of RPASvll increase
dramatically.

2.6. Conclusions of the evaluations of the existing policy
No current policy exists that addresses needs of security actors for secure satomaveatahere is
a growing awareness that defence and security also need to be tackled at the EU level to be
effective.

3. EU right to act

3.1. Legal basis
EU action would be based on Article 189 TFEU (Title V Research Technology Development and
Space), which prades a legal base for the EU to act in space policy matters.

Article 189 TFEU:

1. To promote scientific and technical progress, industrial competitiveness and the implementation of
its policies, the Union shall draw up a European space policy. To thisitermdy promote joint
initiatives, support research and technological development and coordinate the efforts needed for
the exploration and exploitation of space.

2. To contribute to attaining the objectives referred to in paragraph 1, the European Parliangknt
the Council, acting in accordance with the ordinary legislative procedure, shall establish the
necessary measures, which may take the form of a European space programme, excluding any
harmonisation of the laws and regulations of the Member States.

Article 189 TFEU introduces the right for the EU to act in drawing up a European Space Policy and
gives the European Commission a mandate to exercise its right of initiative.

7 http:/lwww.sesarju.eu/sites/default/files/dcuments/reports/European_Drones_Outlook_Study 2016.pdf
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The EU GOVSATCOM initiative may be established as an EU Space programme tohexploit t
possibilities of space in the domain of satellite communications, in order to enable and facilitate the
implementation of Member States or EU policies related to security of its citizens.

3.2.Subsidiarity
EU actions falling outside exclusive competence havee assessed in the light of the subsidiarity
principle set out in Article 5(3) TEU. Hence, it must be analysed whether the objectives of the
proposal could not be achieved by the Member States in the framework of their national legal
systems and whethe by reason of its scale and effects, they are better achieved at EU level.

The objectives of the proposed action cannot be sufficiently achieved by the

Member States

This initiative will support both EU and Member States' policies, such as securitieiamte. While

some EU Member States own and use communication satellites at national level, no secure satcom
services at European level exist today that is accessible for all EU security actors.

No EU Member State including those owning relevant seeu satcom capacity has the means or

the mandate to provide an operational GOVSATCOM service at European level that is open to all
Member States security actors and EU Institutions. In addition, the provision of governmental
communication is sensitive direquires a level of resilience and trust among the stakeholders which

is difficult to achieve by any EU Member State acting alone. Due to the European and even global
scale of the problems, there is no possibility to address the issue at the regidnahblevel.

Action at the EU level is also necessary because part of the security policies and infrastructures to be
supported by a GOVSATCOM initiative are already managed at EU level, including the Common
Security and Defence Policy. Action at EU lgwelvides added value because action and
coordination at EU level will avoid duplication of efforts across the Union and Member States, and
between civil and military actors. It will lead to a better exploitation of existing assets, to greater
security andesilience, to better coverage, and to new services in the future.

The need for action at the EU level action is confirmieder alia by the European Council
Conclusions of 2013, by the December 2014 Competiveness/Space Council Conclusions, and by the
May 2015 Foreign Affairs Council Conclusions. More recently, the Space Strategy proposes EU
GOVSATCOM as one of the actions in the domain 'Reinfdfaagpe's autonomy in accessing and

using space in a secure and safe environmémits conclusions on "ApSce Strategy for Europe”,

the Competitiveness Council at its meeting on 30 May 2017 "takes note of the intention of the
Commission” and "stresses the need to thoroughly assess all possible aspects before issuing such an
initiative, including in the ongog Impact Assessment". The European Parliament report on the EU
Space Strategy adopted in September Z8&¥o indicates a strong support for the EU GOVSATCOM
initiative.

%8 pg_TA(2017)0323 European Parliament resolution of 12 September 2017 on a Space Strategy for Europe
(2016/2325(IN1))
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The objectives of the proposed action, by reason of its scale and effects, can be

bett er achieved at EU level

On the basis of the findings in previous sections, there are clear benefits freeve&laction over

and above what could be achieved by Member States acting alone. The core of EU GOVSATCOM
consists of the aggregation of the demthncommon EU level security requirements and
accreditation, and pooling and sharing of national and commercial resources. The establishment of
an EUlevel governance that can leverage satcom services for all national and EU security actors will
contribute to a more effective and autonomous EU response to risks and threats, ranging from
cyberattacks, natural disasters to more traditional forms of conflicts and instability. Therefore, by
reason of effectiveness and efficiency, the establishment of GOVSATa@o®bhly be achieved at

the EU level.

For all security actors, guaranteed access to satcom with astdfidardised minimum security level

will create more security, greater operational effectiveness, less administrative burden and
significant economic beefits. It will allow them to act more efficiently in missions and operations
which usually carry notrivial personal and material risks (e.g. CSDP missions in Mali, Somalia, fire
fighters, terrorist attacks).

The EU added value will be greatest for therenthan twenty EU Member States who currently have

no nationally owned satcom infrastructure. However, even for Member States with national
capacities, pooling and sharing at EU level will enlarge the coverage in terms of geography, capacity
and servicesand will therefore have an EU added value.

The European private sector, too, will benefit from the ldagn visibility and EWevel security
accreditation. The aggregation of the demand will lead to larger volume and longer term contracts,
which will derease the administrative burden of managing numerous smahlaadcontracts for
multiple clients. The lonterm visibility, together with harmonized requirements for the EU
governmental market, will also strengthen the business case and reduce risk$viie pperators,

in particular in areas where the commercial demand alone is not (yet) strong enough (e.g. Arctic
coverage).

Last, but certainly not least, European citizens will benefit directly and indirectly from the enhanced
operational effectivenes®f the various security actors. EU GOVSATCOM will also support the
activities of the EEAS and of the European Humanitarian Actors around the globe.

4. Objectives

4.1. General policy objectives
The general policy objective of EU GOVSATCOM is to ensure theiltyadfbeliable, secured and
costeffective satellite communications services for EU and national public authorities managing
security critical missions and infrastructures.
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4.2. Specific policy objectives
The specific objectives which seek to addressntiaén drivers of the problem (sdeigure 4EU
GOVSATCOM problem tree.

) are:

(2) To overcome the fragmentation of GOVSATCOM on European scale on the demand and
supply side; for nationally owned satcom systems, to seek synergies between the civilian and
military domains;

(2) To ensure that critical security needs of EU and national governmental users are met by

a) finding solutions which ensure an appropriate guarantee of access to satellite
communications;

b) ensuring that solutions are secure and sufficienthyst to illintentioned acts
to be used by security actors;

3) To ensure that the solutions provide an appropriate level of Europeandependence in
terms of technologies, assets, operations and services. This requires a competitive and innovative
Euwopean space sector to ensure renewal of systems around 2025.

4.3. Consistency with other EU policies and with the Charter for fundamental
rights

The EU GOVSATCOM initiative is consistent with other EU policies and the Charter of fundamental
rights. It puts acommon tool in the form of secure satellite communications at the disposal of EU
and national governmental actors. Those governmental actors are themselves bound by EU,
national, and regional law, as well as the Charter of Fundamental rights in all meissial
operations where they might make use of EU GOVSATCOM services. None of the potential elements
of EU GOVSATCOM would be in conflict with existing EU legislation, or with the Charter of
Fundamental Rights.

EU GOVSATCOM, in enhancing the operatiofiettefeness of security actors, can contribute to
safeguarding or strengthening citizens' rights to security (Article 6 Charter of Fundamental Rights)
and to diplomatic or consular protection when residing in a third state (Article 46 Charter of
FundamentaRights). EU GOVSATCOM can also lead to a better protection of personal data (Article 8
Charter of Fundamental Rights), because communications via EU GOVSATCOM will provide an
enhanced level of information assurance against eavesdropping, spoofingy etgrdparties.

EU GOVSATCOM is a key strategic tool to support Europe's global ambitions and to lower the
associated risks inherent to such ambitions. The level of ambitions regarding a safe and secure
Europe, a stronger and more autonomous actor on gf@bal scene have recently been set out in

the Commission White paper and the Rome Declaration (both March 2017). The Global Strategy set
out in greater detail what is needed to implement a secure, resilient and more responsive Union.
Autonomous access tBpace and Space operation, in particular satellite communications are listed

as tools to enhance European security. In the Space Strategy and the European Defence Action Plan
this policy approach is further translated into clear actions in the domain afespsecurity and
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defence. The EU GOVSATCOM initiative is one of the important Union level actions which contribute
to all three policy areas.

The EU GOVSATCOM initiative is linked to other Union policy domains, such as

The maritime security strategy

The BJ cyber defence policy framework

The EU Arctic policy

Telecommunication policies, in particular for frequencies
Border management

Humanitarian aid

Migration

Fisheries

Transport

= =4 4 -4 8 8 5 9 -2

EU GOVSATCOM will enhance the effectiveness of these policies (e.g. maettimity,sArctic,
border management), and is coherent with those policiige versasome other EU policies can
affect satellite communications: for example the regulation of the use of specific frequencies for
space may affect GOVSATCOM (e.g. Ku baBd3H issue). In order to enhance the synergies and
coherence in this context, representatives of the competent Commission DGs have been
systematically involved throughout the impact assessment process.

5. Policy options

Four options for EU action, in additido the baseline, are developed in this impact assessment (see
Table 1for a summary of the options). The baseline option describes the current situation and
provides an analysis of the likely evolution in the absence of any EU initiative. The foursdption
EU action are each described in two phases:

- Phase 1, roughly from today until 2025 during which we assume that the space
infrastructure of the Member States is stable in the current situation (sdegals®
5).

- Phase 2, from 2025 onwardsywyhen many of the existing national assets will reach
their end of operational life and will need to be replaced.

This analysis of two phases allows us to take into account the decisions on future space
infrastructure investments that need to be made arau®025, as well as their expected impacts.

Underlying elements of options
Several Council conclusions and EP Resoldliblave already assessed the problem and outline
some solutions, including 'avoiding fragmentation' and 'seekingroiitiary synergies'. This policy

2 http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/ec/1402&egdlijtion of 8 June

2016 on space capabilities for European security and defence, P8 _TA(2016)0267; Resolution of 10 December
2013 on EU Space Industrial Policy, releasing the Potential for Growth in the Space Sector, P7_TA(2013)0534;
Resolution of 19 Jarauny 2012 on a space strategy for the European Union that benefits its citizens, OJ C 227 E,
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guidance and studies by the Commission, ESA and EDA lead to a set-efecwets which
underpin all poky options (apart from the baseline).

Common security requirementsCurrently, common Elével security requirement8have not been
established and/or are not harmonised between different governmental satcom users. Since
security does not stop at nation&bntiers, risks created in one place will affect others, especially if
multiple actors work together in operations. The EU GOVSATCOM High Level User Needs document
is a major building block and defines the scope, users and general security needs. Tisé Cou
Political and Security Committee recommended in its endorsement of the High Level User Needs to
define common security requirements which can subsequently be used for a security accreditation
process. Security requirements will include the definitafrthe appropriate level of autonomy, as
indicated in the High Level User Needs.

Synergies.Today the secure European satcom capacities are not optimally usedmiGisily
synergies can be found by aggregating the demand for similar services andyskuals, and by
coordinating the supply of secure satcom capacities from military -alem| civilian and accredited
commercial systems.

Economies of scaleThe individual needs of users from the EU and 28 Member States are
heterogeneous and often umpdictable in terms of scope, timing and locatigtin particular in the
domain of crisis management, civil protection, and humanitarian missions. Satcom systems can
serve multiple clients, but can be overwhelmed when many users need peak capacitysaintke

place and time. Major efficiency gains can be made through economies of scale at EU level. A
'‘pooling and sharing' demonstration for military users is currently beingipdty EDA in the 2018

2020 timeframe. The aggregation of civilian demand, todl, lead to fewer but larger, longer and

more predictable contracts. This would reduce the fragmentation and complexity of contractual
overheads for public clients and for satcom providers, leading to lower costs and increased
customer leverage, includirfgr the provision of better security features.

Budget implementation and operational aspect&ifure 9. In all options, GOVSATCOM will require
contractual arrangements with satellite owners to provide capacity and service. The programme will
also need toprocure the ground infrastructure and operational needed to ensure the effective
provision of GOVSATCOM services.

At the operational level, studies from ESA and EDA show that a central 'nerve system' will be needed
to seamlessly interconnect diverse usemnd suppliers in a smart and secure manner. In analogy to a
car accident insurance scheme, or taxi company, such systems can only function, optimise the
resources and spread risks to reduce costs, if all operational information (e.g. who is a member,
where is the accident, how far away is the closest free taxi) is channelled through a central
information system. A 'GOVSATCOM Hub' in some form is therefore indispensable to aggregate
demand in the unpredictable environment in which typical GOVSATCOM ysengten It would

make it possible to combine and link different existing satellite and ground infrastructures into a

6.8.2013, p. 16; Resolution of 7 June 2011 on transport applications of Global Navigation Satellite Bystems
short and mediurrterm EU policy, OJ C 380 E, 11.122%) p. 1.

30 Security requirements are detailed specifications indicating the level of protection that is needed in the
systems and involved entities to mitigate identified risks. Those are more detailed and more technical than the
high level user needs.
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systemof-systems approach, creating a pooled resource. The Hub would also have to ensure that all

EU GOVSATCOM services are delivereddardance with security and operational requirements,

and would keep track of usage, sharing, and operational prioritisation arrangements. To achieve the

desired synergies and economies of scale, and to optimise the use of limited resources, such a Hub
would represent the operational core of EU GOVSATCOM and would be indispensable, even if all
space infrastructure used for GOVSATCOM is owned and operated by national or commercial
entities.

In practice the Hub, or two Hubs to ensure operational redundawowyld consist of a secured and
protected site with the necessary ICT infrastructure to provide the connections to users and
operators. The Eldwned Hub(s) would be built and operated under a contractual arrangement with
private or public entities. The prise functions of the Hub(s) and its costs depend on the choice of
technology options, on the number and variety of users and providers to which it needs to connect,
and¢ most importantly- on the security requirements.
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Operations
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Figure 9 Diagram showing the contactual and operational interfaces required for the GOVSATCOM programme to
ensure the provision of secure satellite communication services.

Strategic autonomy and nowlependenceis at the core of the EU Space Strategy and the Defence
Action Plan, and shid also be a cornerstone of EU GOVSATCOM. Civilian and military security
operations in and outside the Union can only be truly independent if the necessary key assets and
tools are under the control of the EU and Member States.
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Strengthening the EU compiéiveness and industrial baseEuropean autonomy also requires a
strong, innovative and globally competitive industrial base to design, build and operate the secure
satcom systems, including space infrastructure, ground segments, network services, emd us
equipment. This is particularly relevant when gaps need to be filled, when new needs arise, and
when existing national systems will be replaced around 2025 and beyond.

Field of possible options and discarded options

The potential field of options is weidarge if all variables of governmental satellite communications
are analysed in detail. For example the type of contract can only cover the supply satcom capacity,
i.e. the user takes care of the user equipment. This is usually the case for milieaatiops. On the

other hand, a contract may include the provision of satcom capacity, network services and user
equipment as an ertb-end service. This is for example the case when an unequipped user
temporarily needs a satellite phone in a remote aréa.terms of geographic coverage, satcom
frequencies, and applications there is a wide variability in needs and solutions.

In the choice and design of the potential policy options, the analysed variables were limited to those
which have a strong influencen the governance saip: what are the main elements needed to
make EU GOVSATCOM work, which entities can participate, either as users or as suppliers of
capacity, how is compliance with security requirements guaranteed, and what is the role of the EU
or its agencies?

A number of options which are theoretically possible have been discardedn early stage:

EU GOVSATCOM with aggregation of demand, but without security accredifdtieroption was
discarded because it would lead to a situation where sgécactors have access to satcom, possibly

at a lower price than today, but without covering the common security needs identified in the High
Level User Needs. This option is currently implemented by the EDA 'SATCOM market', and is
providing an improvemet for usecases where no information assurance needs apply. However,
many users have indicated that this solution is insufficient for the increasing number -chsse

which require a higher security level.

EU GOVSATCOM with security accreditationwiiliout aggregation of demandThis option was
discarded because it would not provide a solution for the fragmented demand (leading to high
overheads due to multiplication of short and small contract, and insufficient customer leverage).
Furthermore, it waild still be impossible for users from Member States without national satcom
capacity to use the capacity of other Member States in a coherent manner without a multitude of
bilateral agreements.

EU GOVSATCOM only for military users or only for civilems.li GOVSATCOM services would be
exclusively provided to military users, the EU would not have a right to act. Exclusive services for
civilian users would mean that the obvious emilitary synergies (many military and civilian
governmental users havexactly the same needs) would not be used to generate efficiency gains
and cost savings. Furthermore, Council conclusions explicitly point to the objective to foster civil
military synergies.

EU GOVSATCOM only for EU programmes and projects (e.g. BOBUR, CISE, ERG@)any EU
programmes related to safety and security, the operational actors in the field are national entities. In
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addition, irrespective of their affiliation (EU institutions, national or regional bodies), governmental
security actos have similar needs. Restricted pooling of the demand over a limitedetulif those

users would not solve the problems of other (national) users, and would needlessly decrease the
potential for economies of scale.

EU GOVSATCOM as a mandatory legal regeint for EU and national security actoAdthough this
would provide a significant potential for economies of scale, it would be disproportional to make the
use of secure satcom mandatory via EU legislation.

5.1. Baseline scenario
Under the baseline, naufther EU action would take place. The High Level User Needs document
could inform national users of the security risks they face, but apart from this awaresiesyy
function there would be no operational follewp. The fragmented demand will not be aggated,
security requirements will not be harmonised, synergies between civil and military users, as well as
between EU and Member States, will not be achieved. On the supply side, national space assets will
be renewed at some stage and the Member Stateacerned will have to bear all related costs
alone. Member States and EU institutions without secure national satcom assets would continue to
rely on commercial suppliers (including nRBkJ providers) to use solutions from third countries such
as the USand/or to live with their deficits.

Satellite communication
capacity providers

Space manufacturing industry
Satcom services providers

User technologies

End-users

Non existing EU GOVSATCOM security accreditation

PPP: between national EU
Member State and satellite
operators

C: Commercial satellite G: Governmental satellite
system system

Figure 10 Baseline option

Under the baseline, the demand for secure satcom communications by military and civilian users is
expected to increasekigure 7shows the evolution of the expected demand, based on the RWC

and EDA study. This estimate is based on assessments of current governmental satcom users and
their assessment for the evolution. In general, for the sameazse, the demand is expected to
increase, because larger data volumes (imaging, video) are expected. In othensese the
operational tools are changing, for example from piloted aircraft to RPAS, which need satcom to
operate. The overall threat levels due to regional instability,ecyditacks and hybrid treats are

likely to increase, too, leading to more risks for security actors using satcom, and ultimately to
European citizens.
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The offer from commercial satcom operators will evolve with the demands of the global market, but
the fragmented EU users will not be able to leverage dedicated solutions, even from European
providers. They will be outranked and outspent by larger customers such as major TV broadcast
companies, the US Department of Defence, or other international cliénis.likely that more EU
Member States will make use of the US governmental solution WGS (as is already the case today for
a few Member States).

The analysis of the baseline supply and demand, and its expected evolution over time in the studies
by PWC an&DA was done for the current composition of the EU, i.e. including the UK. The UK is an
important potential supplier and user of satcom capacity. The UK Skynet system could be one of the
six providers of national capacity into the GOVSATCOM pool, andil#te psatellite operators

would also be relevant providers of capacity. On the demand side, the UK military users have
considerable experience and expertise in the use of satellite communications, because of their
access to national satellite systems;the civilian side, the situation is more uncertain. Although UK
security actors could be interested in making use of EU GOVSATCOM, their demand could largely be
satisfied by their national system. The studies do not specify the volume of the UK potappdl s

and demand. But it is clear that neither the supply (public and private), nor the demand from the UK
is critical for EU GOVSATCOM. There is a sufficient number of other public and private satcom
providers in the EU beyond the UK (déigure 5and Figure 6 to provide the initial GOVSATCOM
pool. The demand for GOVSATCOM services, too, is likely to be highest from security actors from
other Member States who do not own national satellite systems. However, the long term experience
of the UK in satelliteommunications for governmental security actors, as well as their Kmmw
regarding a publiprivate partnership in this domain (Paradigm), would be valuable for EU
GOVSATCOM.

5.2.0ption 1: Aggregation of demand and using commercial satcom capacity
and sewices

In option 1, the demand is aggregated across the EU and Member States, asd amib and
military boundaries. The aggregation could be done per service family (e.g. crisis management,
surveillance, diplomatic communications), and competent EU entities could play coordination roles
(e.g. EEAS, EDA, EMSA, FRONTEX). The necessatjonahe security and accreditation
requirements will need to be developed per service family. Only accredited commercial operators
would be able to provide the EU GOVSATCOM services for the aggregated customers. The Hub
would handle user requests and ems that the commercial providers provide services to
authorised users, within the contractual arrangements. The Hub would in addition implement and
monitor the correct application of the security requirements and procedufd® function of the
Hub alsoncludes keeping track of the usage in order to either carry out billing procedures (in the
pay-per-use scenario) or to ensure compliance with the sharing agreement (ifaagacity is
funded from the EU budget). Future infrastructure investments in otdaenew existing systems
and to fill gaps, would be made and paid by private companies, if and when they see a viable
business case.

EU GOVSATCOM should move in step with the demand, and organise the pooling and sharing in an
manner. Flexibility is key, as most users require different services. GOVSATCOM should not only f
capacity, but also on servigeanagemehand -access, standardisation, as well as security and governance
GOVSATCOM hub should incorporate all central functions to organise and manage demand and sup
implement standardisation, security and governance. This option would offer anuatiegervice in terms of
costs and security, and would allow the industry to respond to evolving user needs.

SATCOM operators views on the Hub (relevant for all policy options)
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Figurell Option 1 Aggregation of demand and using commercial satcom capacity and services

5.3. Option 2: Aggregation of demand and using Member States' national

space assets
In option 2, the demand would again be aggregated across the EU and Member States, and across
civil and military boundaries. Operational and security requirements would belase@ per service
family. In contrast to option 1, the aggregated GOVSATCOM demand would be met by Member
States' national surplus capacities alone. The security accreditation would be needed for industrial
actors, for example if they play a role as sexvprovider, or in the manufacturing process. The
function of the EU GOVSATCOM hub is largely similar to option 1, but would need to interact with
Member States satellite operators rather than commercial operators. For Phase 2, future
infrastructure investrents for the renewal of current assets and for 'gélers’ are done by and paid
for by Member States, if and when they see the need and have then necessary budget available.

This option is in many ways similar to the NATO satcom Pooling & Sharingnpragtawhere
subsets of NATO Member States jointly provide capacity from their military satcom systems. The
programme is governed by a Member States board, and the actual services are delivered by an
industrial consortium under NATO contract. The usersexdusively 'authorised' user participating

in NATO missions and operations. The users do not pay for their use; the fee for the joint satcom
provision is paid from the common NATO budget.

3L Cf. NATO's satcom pos2000 initiative,
http://www.nato.int/cps/en/natohg/topics_50092.htm?selectedLocale=en
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Figure 12 Option 2 Aggregation of demand and using Member Sites' national space assets

5.4. Option 3: Aggregation of demand, sharing commercial and national
capacity, and PublicPrivate Partnerships (PPP) for future space assets if
needed

In this option, during Phase 1 available Member States capacities are suppéehignaccredited
commercial providers if, when, and where needé&dg(re 18). The EU GOVSATCOM Hub would
thus need to combine all tasks from the two previous options, and deal efficiently with multiple
users and multiple public and commercial capacitgt aervice providers.

In Phase 2Kigure 14), infrastructure investments for the renewal of assets and-fij#grs’', needed

for operational use around 2025, would be made by Member States and/or by the participating
commercial entities. Only in cases wbehese are insufficient, Eldvestments would be made via a
PublicPrivate Partnership (PPP). This could take the form of a ‘joint' satellite, but most likely it
would be limited to a hosted GOVSATCOM payload. In such a PPP, the EU would join forces with
private satellite operators/service providers to contribute to the timely development of new space
assets. The Union would only pay a share of the total investment cost (at a percentage to be
determined), but the private party would develop, procure anpgerate the satellite and the
payload. In return, the EU would have guaranteed access to a proportional part of the capacity, and
would pay a preagreed lower price for the service. The private operator could sell the remaining
capacity on the commercial meet. In an alternative PRlike model, the EU could become a leng
term anchor client during the full lifdme of the satellite, with a Service Level Agreement (SLA) for
services to be developed by private operators, thus reducing the risks associatedewniloping

and using new space technologies. Various-i¥@Pmodels are possible and have been tested at
national level and in ESA projects (LUXGOVSAFatadigm, HISDESAT, and EDRS).
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Figure 13a Option 3 Phase 1: Aggregation of demand, sharingpmmercial.
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Figure 14b Option 3 Phase 2: Aggregation of demand, sharing commercial and national capacity, and Publicivate
Partnerships (PPP) for future space assets if needed.

It is important to note that PPP or SLA solutions are only possiltteeinsatcom domain because
there is a functioning commercial market with competitive European private companies. This is not
the case in other space domains such as satellite navigation, where an initial PPP approach for

Galileo failed.
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5.5. Option 4: Aggregaion of demand, sharing commercial and national
capacity, and using future EUJowned space assets if needed

Option 4 is identical to option 3 for PhaseFigure 1&), where national and accredited commercial
assets would be used initially. Similar to Opti®, the EU GOVSATCOM Hub would have to deal
efficiently with multiple users and multiple public and commercial capacity and service providers.
Beyond 2025 (Phase 2), deficits would be filled by the development of fulyvaed and-operated
space assetinstead of a PPP approach. Similar to option 3;ofbed assets would only be
developed if available national or private investments are insufficient. Such space assets could range
from the relatively minor parts (i.e. a hosted EU payload, for examplaresponder), to EU 'gap
filler missions' where no national or commercial solution exist. An extremely ambitiougdang
scenario could even foresee a constellation of satellites providing a truly global EU GOVSATCOM
coverage. In this case the entire intragnt cost of new space infrastructure would have to be borne
by the Union, but conversely the capacity can then also be fully used by all the EU GOVSATCOM
users, free of further charges. However, the space infrastructure operations and the provision of
services would in that case also need to be managed by the Union. This would lead to an additional
EU satellite operations centre compared to the previous options.

Figure 15 Option 4 Phase 2: Aggregation of demand, sharing commercial and national capagity,using future EU
space assets if needed. Phase 1 of Option 4 is the same as for Option 3, see Figure 12a.

5.6.Characteristics of the different options

The different options are summarised in the table below.

The phased approach means that different dieeis need to be taken at different times. The first
decision that needs to be taken for GOVSATCOM by the legislators concerns the satellites which will
be used to provide the pooled capacity after the start of the program: only private capacity (Option
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